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8.1
1
Decision/action requested

It is requested that SA3 accept this solution as input to TR 33.880
2
References

3
Rationale

This pCR proposes an interworking key management solution based on the SIP MESSAGE message when the interworking keys are home to the non-3GPP system.
4
Detailed proposal

************************ Start of change 1 *********************************
7.8.x
Solution #7.y: Interworking security data management using SIP MESSAGE message when security data is home to non-3GPP system.
7.8.x.1
Overview
To support interworking security data management between various non-3GPP systems and 3GPP interworking UEs, a secure and generic security data management solution that supports the transport of a non-3GPP security data (SD) needs to be supported by the 3GPP mission critical architecture.  The SD should itself be agnostic to the 3GPP network and the SD format and content are considered out of scope for this document.  The SD is simply passed as a payload inside a SIP MESSAGE message.
In this solution, the non-3GPP system is home to the interworking security data.
7.8.x.2
Motivating security requirements

For requirements, see clause 5.8.x.3.
7.8.x.3
Solution description
In this solution, key management of interworking security data is carried out using an Interworking Security Data message (InterSD).  An InterSD may be generated by either the IWF or the 3GPP interworking UE.  InterSDs pass through the 3GPP network (between the IWF and the 3GPP interworking UEs) via a SIP MESSAGE message carrying the non-3GPP SD as a payload.
InterSDs may be intiated by either the non-3GPP system (i.e. the IWF) or the 3GPP interworking UEs.
The formatting and content of non-3GPP SD are defined by the non-3GPP system security architecture and are out of scope for this document.  The InterSD shall support the transfer of non-3GPP SD regardless of the SD content, format, or the non-3GPP system architecture beyond the IWF.
Elements of an InterSD:
-
SIP header and addressing: SIP header and routing information based on the 3GPP SIP/IMS architecture.
-     Signalling parameters: These are the Mission Critical services signalling elements e.g. KMF ID (IWF) and MCPTT ID endpoints. These parameters are confidentiality and integrity protected between the MCX Client, MCX Service server, and between the MCX Service server and the IWF using existing signalling plane security mechanisms (i.e. CSK and SPK).

-
SD payload: This payload consists of the non-3GPP security data defined by the specific non-3GPP security data management system.   The contents and formatting of the SD are out of scope for this document.  This SD payload shall be confidentiality and integrity protected between the MCX Client, MCX Service server and the IWF using existing signalling plane security mechanisms (i.e. CSK and SPK).
Figure 7.8.x.3-1 shows the contents of an InterSD.
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Figure 7.8.x.3-1: InterSD format
7.8.x.4
Evaluation against requirements

This solution meets the interworking security data management requirements specified in clause 5.8.x.3.
************************  End of change 2 *********************************
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